ABSTRACT This paper proposes a new chaotic image encryption scheme, which employs Josephus traversing and mixed chaotic map. The scheme consists of three processes: key stream generation process; three-round scrambling process; and one-round diffusion process. The proposed mathematical model is applied for the key stream generator in the first process. The initial values and parameters are sensitive to both the secret keys in the new scheme and plain images. The second process employs the Josephus traversing in scrambling; then the rows and columns of pixels are exchanged. The third process can modify the pixel graylevel values and crack the strong correlations between adjacent pixels simultaneously. The initial conditions for chaotic systems are derived using external secret keys by applying some algebraic transformations to the key. Security analysis indicates that the new scheme is effective, which can resist common attacks.
I. INTRODUCTION
Chaos is an interdisciplinary theory stating that within the apparent randomness of chaotic complex systems. Sequences are generated by chaotic system due to its initial value sensitivity, periodic and pseudo random, unpredictability for a long time and et al. So, it widely applied to the design and development of encryption algorithm. In recent years, a large number of encryption algorithms based on chaotic systems are used in image encryption [1] - [7] .
A good cryptosystem should have a large enough key space and extreme sensitivity to plain and key. The histogram of cipher should be random and uniform as well as adjacent pixels are not relevant. In recent years, some literatures have analyzed the security of cryptosystems, some of which have been attacked. Traditional encryption technology is getting maturing, but its application in digital images [8] , [9] does not match the idea results. Thus, there are some limitations where the traditional encryption technology is not suitable for directly applying in image encryptions. Image scrambling algorithm is a classical encryption method, such as Arnold transform, geometry transform, E curve transformation and so on. Although the results are different after scrambling, it still has certain regularity, which only changes the position of pixels without changing gray values. Arnold map has the characteristic of periodicity. After a certain number of iterations can be restored the original image; therefore, it brings potential flaws for the system [10] . The literature [11] was effective to decipher image encryption scheme based on Arnold map and Lü map. This paper overcomes these weaknesses by designing a novel image encryption method with high security and high sensitivity. In order to get better encryption results, threeround scrambling process and one-round diffusion process are employed to modify the positions. Pixel values and their correlations between adjacent pixels of an image are broken simultaneously. Based on the chaotic sequence and correlating keys with a plaintext image, we proposed a new encryption scheme. These features strengthen the cryptosystem security. Experimental results and performance analysis verify the feasibility of this cryptography. This paper is organized as follows. Section 2 gives a brief introduction of Josephus traversing and chaos system. Section 3 introduces the proposed encryption scheme and simulation results are presented in this section. Section 4 provides a detailed security study and various attacks to the proposed image encryption scheme. Section 5 reaches a conclusion.
II. JOSEPHUS TRAVERSING AND CHAOS SYSTEM A. JOSEPHUS TRAVERSING
The Josephus problem is well-known in computer science and mathematics. It is a theoretical problem related to a certain counting-out game that works by having n people standing in a circle, with consecutive tags from 1 to n. Starting at a predetermined person, one counts around the circle. Once reached the mth person, take him out of the circle and have the remaining members to form a new circle. Then, repeat the process until only one person is left. The person left wins the game. If we record who have been taken out at each round as a sequence, this sequence is called Josephus permutation sequence.
It's clear that the Josephus problem involves three parameters. In other words, they are the initial total number of persons in a circle n, the starting position in the circle s, and the counting period m. Therefore, a Josephus permutation sequence can be denoted as follows [12] and [13] :
josephus_traver sin g(total number, start, space). (1) For example, josephus_traver raversing sin g(8, 1, 4) = (4, 8, 5, 2, 1, 3, 7, 6).
Where total number is the size of plain image, start is the starting position, space is the counting period. Local random scrambling in the spatial domain of Josephus traversing method is lack of efficiency. If the step size is improper, it will be time-consuming. In addition, the next round is just starting from the next person whilst the step size is fixed; to a certain extent it reduces the randomness of the encryption results by using a fixed parameter. If the value of the step size is the average pixel value, therefore the plain information is effectively linked with the cryptosystem. In the scrambling, two Logistic chaotic sequences are used to generate the chaotic coordinate pairs for exchanging the positions of each pixel. Therefore, the rows and columns of pixels are exchanged well according to rules. Then, the above problems can be solved better.
B. CHAOTIC SYSTEM
A one-dimensional discrete-time nonlinear dynamic system is defined as follows [14] :
where τ n ∈ V (n = 0, 1, 2, . . .) is called the state, τ : V → V is a map, x n is the current state and x n+1 is the next state. If the function τ iterates continuously with the initial value x 0 , we can obtain a sequence x n . This sequence is a trajectory of discrete-time nonlinear dynamic system. The Logistic map is one of famous one dimension chaotic map. It's a kind of very simple equation which has been widely studied; its mathematical formula can be defined as follows:
where x n is the output chaotic sequence with range of (0, 1). When µ ∈ (3.5699456, 4], the Logistic map is in chaoticbehaviors. the obtained sequence is non-periodic, non-convergence and sensitive to the initial value x 0 . In the literature [4] , Wang and Zhang proposed the ACLML system; and they discovered that the bifurcation diagram of traditional Logistic map system with periodic window. when µ > 3.63, the system shows similar chaotic behaviors; when µ = 3.74 and ε = 0.2, the system shows periodic behavior. In order to avoid the periodic behavior, this paper used the parameter µ with the range of (3.87, 4].
III. ENCRYPTION SCHEME
The encryption scheme consists of three processes: key stream generation process, three-round scrambling process and one-round diffusion process, this section describe the encryption process in detail.
A. A NOVEL METHOD TO GENERATE THE INITIAL VALUES
In this paper, we propose a novel calculation method for the selection of the initial value x 0 for chaotic maps. For the original image P with the size M × N , we calculate the sum of all the pixels of the plain image P and denoted as δ; then calculate the average of δ as defined by the following equation:
where floor(·) function means the greatest integer less than or equal. Next, we computed a real value X 01 and it's defined by the following equation:
where a is a control parameter, which can be used as the key and with range of [50, 500] . In order to be able to resist the chosen-plain attack, once the initial value of the chaotic sequence is selected, we employ Hash function, e.g. SHA-3 and other algorithms. Even if the pixel values of the plain images are 0 or 255, It doesn'twork. . Therefore, a novel method of selecting initial value is designed in this paper. It's dependent on both the new scheme and plain image, and carries out one-time pad [5] in encryption process. The purpose of setting the parameter a is to deal with a particular situation, such as the pixel values of the plain image are zero. Therefore, the new method can improve the efficiency of encryption system. We randomly selected 16 pixel values of the plain image P and they are recorded as {P 1 , P 2 , . . . , P 16 }; then we calculated another real value X 02 :
Finally, we calculated the X 0 by the following equation:
where X 0 is used as the initial value of chaotic maps. 
B. SCRAMBLING
Scrambling process is descripted as follows:
Step 1: First, the plain image P is converted into a onedimensional sequence B i (i = 1, 2, 3, . . . , M × N ) (the order is from left to right and up to down). We made total number = M × N , start = 2, space = P mean . Josephus traversing scrambles the plain image P for the first round. this scrambling method reduces the correlations between uplink and downlink adjacent elements. The scrambled image is denoted as P . For better performance of scrambling, second and third round scrambling process can be applied for executions.
Step 2: The rows and columns of pixels are exchanged according to certain rules as second round scrambling process. Here, we agree on that images to be processed are noted as P ij with the size of M × N , where
The entire row of pixels is exchanged. The 2nd row of pixels P {2j} and the 256th row of pixels P {256j} are exchanged. And, the 4th row of pixels P {4j} are exchanged with the 254th row of pixels P {254j} , and so forth, until all the even number rows of pixels are exchanged. The position of the 128th row of pixels and all the odd number rows of pixels are unchanged.
The entire column of pixels is exchanged. The 1st column of pixels P {i1} and the 255th column of pixels P {i255} are exchanged, and the 3rd column of pixels P {i3} are exchanged with the 253th column of pixels P {i253} , . . ., until all the odd number columns of pixels are exchanged. The position of the 127th column of pixels and all the even number rows of pixels are unchanged.
Step 3: Used the chaos map (3) to produce two sequences x i and y j . We employed our proposed novel scheme to generate two new initial values X 0 and X 0 .
where X 0 is used for the Eq. (8) and X 0 is used for the Eq. (9).
( We didn't change the value of a, and selected 16 pixels of the plain image to calculate X 0 , and then selected other 16 pixels to calculate X 0 . In other words, we have selected a total of 32 pixels.) They were iterated M times and N times respectively, then calculated two chaotic sequences and they were denoted as x i and y j . Sequence x i and y j were used to build the ''out-of-order'' coordinate sequences, sequence
The equations are as follows:
where unique(·) means it will delete repetitive elements of the sequences, and sort(·) means it will store the pseudo random sequences. Therefore, we can get a set of chaotic coordinate sequences (x i , y j ). Here, we agree on that the P(i, j) is used to indicate the position of pixels in plain image P. We built the map from P(i, j) to P(x i , y j ), and exchanged their positions from P(1, 1) to P(M , N ). At this point, three round scrambling process is completed. The scrambling image were denoted as P .
C. DIFFUSION
We selected the four kinds of one-dimensional chaotic maps to use on the random chaos system for the image diffusion. They are the Logistic map, the Chebyshev map, the Sine map and the Cosine map. The dynamic behavior of the nonlinear system is decided by its parameters. When the parameter µ takes the value in the Table 1 , the above 4 one-dimensional maps are chaotic [15] . In order to further enhance the effect of image diffusion, we applied some algebraic transformations to the parameter µ of the Logistic map and Sine map, which made the system in chaos. The generation process is as follows:
Step 4: We entered the external double-precision key1, key2 ∈ (0, 1) as initial values. Where key1 is utilized for Eq. (8) and key2 is used for Eq. (9). They are iterated for a certain number of times respectively. In order to make the system full divergence, abandon their previous 500 values.
Step 5: We made their 501th values as the new initial values Xl 10 , Yl 20 of Eq. (8) and Eq. (9), and iterated them until generating length of the two double-precision arrays {Xl 1i } and {Yl 2i } are odd1 and odd2. The odd1 means that the total number of pixels satisfy the condition of P ij ≥ P mean and P ij mod 2 = 1; odd2 means the total number of pixels satisfy the condition of P ij < P mean and P ij mod 2 = 1.
Step 6: Algebraic transformation of sequence {Xl 1i } is {Xl 1i } = {Xl 1i } × 0.13 + 3.87, the control parameter {Xl 1i } of Logistic map is denoted as µ 3i , where i = 1, 2, 3, . . . , odd1.
Step 7: Algebraic transformation of sequence {Yl 2i } is {Yl 2i } = {Yl 2i } × 0.13 + 0.87, the control parameter {Yl 1i } of Sine map is denoted as µ 5i , where i = 1, 2, 3, . . . , odd2. Then parameters also contain the characteristics of chaos after processing.
Diffusion process is as follows:
Step 8: For the scrambling image P , choose the diffusion sequence can be described by the following equation:
where Y (i) is optional chaotic map.
Step 9: In order to modify the pixel gray-level values and crack the strong correlations between adjacent pixels of an image simultaneously, then adjacent pixels performed the XOR operation, it's described as follows:
where i ∈ (1, 2, 3 , . . . , M × N ), C i is the ciphered image with the size M × N after encryption.
Decryption process is similar to the encryption process for the inverse process of the above steps. The flowchart of encryption process is shown in Fig. 1 .
IV. EXPERIMENTS
In this section, we discuss the performance of the proposed algorithm. The computer configuration is 2 GHz CPU, 4 GB of memory and Microsoft Windows 10 operating system. We choose original plain images are Lena, Camera man and Peppers with the size 256 × 256. The keys are µ 1 = 3.96, µ 2 = 3.98, key 1 = 0.2628, key 2 = 0.5, a = 50, the initial values of diffusion sequences are x 0 = 0.123, x 1 = 0.456, x 2 = 0.789 and x 3 = 0.666 as keys. Fig. 2 shows the experimental results, and after decrypting we can get original plain images correctly.
The experimental results show that the performance of our proposed scheme is excellent, and the information of plain images has been completely hidden. And we can also utilize the correct key to decrypt and obtain the original plain images.
In addition, our proposed scheme can also be utilized to encrypt the color images. First, we need to decompose the color image into three grayscale images of the red, green, blue colors ( R, G, B components). Next, we encrypt the three components by our algorithm with same or different keys, and get their corresponding cipher images. Finally, the three cipher images of components are recombined to get the color cipher image. We choose color plain image is Lena with the size of 256 × 256. The experimental results are also shown in Fig. 2 .
V. SECURITY AND PERFORMANCE ANALYSIS
Common cryptosystem attacks include the cipher-only attack, known-plain attack, chosen-plain attack and chosencipher attack [25] - [29] . If a cryptosystem can resist the common four attacks, it shows good security. We analyze the security and performance of the cryptosystem, including the key space analysis, histogram analysis, correlation analysis. To evaluate the ability to resist common attacks, differential attack, known-plain and chosen-plain attacks, occlusion attack, noise attack are analyzed. in addition, sensitivity analysis and computation and complexity analysis are developed. Meanwhile, it is also accompanied by comparative experiments of other algorithms in [20] - [23] .
A. KEY SPACE ANALYSIS
In order to effectively deal with all kinds of brute-force attacks, we should make the key space large enough. The size of the key space should be larger than 2 100 to provide a high level of security [16] . The keys include: the parameter µ 1 and µ 2 of Logistic map in scrambling, their initial values key 1 and key 2 , the control parameter a of Eq. (5), the initial values x 0 , x 1 , x 2 and x 3 of diffusion sequences. Assuming that the system accuracy is 10 −14 and a ∈ [50, 500], then the key space size is 4.5 × 10 114 2 100 . It's sufficiently large to resist brute-force attacks. 
B. HISTOGRAM ANALYSIS
The histogram of plain image has unique distribution regularity. For a good encryption scheme, the cipher image should try to erase the traces of plain image. In order to protect the information of the original image to withstand the statistical attacks, it's essential for the encrypted image to bear no statistical similarity to the original image. The histogram of the encrypted image should be uniform [17] . Then an attacker is difficult to extract statistical information from the cipher image; therefore, the algorithm can resist a chosenplain or known-plain attack. Fig. 3 shows the histograms of plain images of Lena, camera man and peppers with the size of 256 × 256, and their corresponding histograms of cipher images. We can find that histograms of the cipher image are very uniform, and the regularity of the plain image is not obviously brought into the cipher image.
C. THE CORRELAIONS OF ADJACENT PIXELS
There is highly correlated with pixels of plain image in horizontal, vertical, or diagonal direction. So, it's necessary to crack the strong correlations between adjacent pixels of an image and improve the resistance against statistical analysis. In order to test the correlations between adjacent pixels (including horizontal, vertical and diagonal), we randomly selected 10000 pairs of adjacent pixels from an image. Then we calculate the correlation of each pair using the following equations [18, 19] :
where, Table 2 shows the correlations of plain and cipher image adjacent pixels of Lena for horizontal, vertical and diagonal directions. Both Table 2 and Fig. 4 show that our proposed scheme has effectively removed the correlation of adjacent pixels, therefore it has strong strength against statistical attacks.
D. DIFFERENTIAL ATTACK
The encryption scheme is based on one-time pad, which can make differential attack ineffective, for the keys are dynamically generated from the proposed scheme and plain image. The differential attack mechanism is to change one bit or one pixel in the plain image, and then to encrypt and to find out the difference two cipher images. It has two indicators: the number of pixels change rate (NPCR) and unified average changing intensity (UACI) [13] , [24] . NPCR and UACI are usually applied to examine the performance of resisting against differential attack. They can be calculated as follows:
Where c 1 and c 2 are two cipher images with the size Here we change one bit in Lena, Camera man and Peppers respectively, the results are shown in Table 3 . In general, the values of NPCR and UACI must approach 99.6093% and 33.4635% respectively. We can found that their values are satisfactory. Therefore the new scheme is sensitive to plain image and it can make the differential attack ineffective.
E. INFORMATION ENTROPY
The information entropy is used to evaluate the randomness of an image. If an image has excellent random property, it means that the information entropy score is close to the maximum information entropy value [18] . Its value can be calculated by the following equation: its theoretical of information entropy is 8, it means confused enough for the cipher image. Table 4 lists the information entropies of the plain and cipher images. We can found that the information entropies are close to 8 after encryption. It means that our proposed scheme have better random distributions.
F. KNOWN-PLAIN AND CHOSEN-PLAIN ATTACKS
An excellent cryptosystem should be able to resist the knownplain and chosen-plain attacks. We discuss the performance of our algorithm to resist these attacks in this section. First, a novel method of selecting initial value is designed as described in Section 3.1; in order to achieve the same effect as hash functions, the choice of initial value depends on the parameter a and is also related to the plain images. If the plain image is changed, the initial value will be also changed; even for the same plain image, the initial value is different if the parameter is a changed. Thus, our proposed scheme has a high dependency to the plain image and can resist the knownplain and chosen-plain attacks. Sometimes, attackers choose some special plain images, such as all black or white images. Then, the equivalent keys of the algorithm are obtained, it makes cryptosystem insecurity. We utilize all black and all white images as plain images with the size 256 × 256, and corresponding cipher images and histograms are shown in Fig. 5 . The correlation coefficients and information entropies of the plain and cipher images of all black and white are illustrated in Table 5 . From the experimental results, we can conclude that our proposed scheme can resist the known-plain and chosen-plain attacks.
G. OCCLUSION ATTACK
When the images are transmitted in the network, it may bring data lost. In this section, we analyze the performance of our algorithm against occlusion attack. Occlusion attack is utilized to test the ability to recover from cipher images to plain images when the data is lost. Here, we also utilize the Peak Signal-to-Noise Ratio (PSNR) to test the quality of the attacked encrypted image. It can be described as follows:
Where MSE is the mean square error value between the decrypted image I 2 (i, j) and the plain image I 1 (i, j). m and n represent the length and width of the image, respectively. Fig. 6 shows the experimental results of data loss attacks to the cipher images of Lena with different occlusions and corresponding decrypted images. The cipher images are with VOLUME 6, 2018 1/16, 1/8, 1/4, 1/2 occlusion. And Table 6 lists the quantitative results of resisting occlusion attack. The quality of the decrypted images decreases as the occlusion size increases. Obviously, we can still identify the plain information from the decrypted image even if the data is lost. Therefore, our proposed scheme has high robustness against occlusion attack.
H. RESISTING NOISE ATTACK ANALYSIS
In real transmission channels, there are usually noise effects on plain images. Noise attack is also a method to verify the robustness of a cryptosystem. There are many kinds of noise, such as Gaussian noise, uniform noise and salt-and-pepper noise. In considering of the impact of noise on the plain image, this section utilizes Gaussian noise to test. We add salt-and-pepper noises with different intensities into the plain images, and use correct keys to decrypt the images. Fig. 7 illustrates the experimental results that plain images of Lena with noise intensities of 0.01, 0.05 and 0.1 and corresponding decrypted images. And MSE, PSNR, NPCR and UACI are also listed in Table 7 . From the figure and table, we can find that the decrypted images can still be identified despite some noise interference, even if the noise intensity reaches 0.1. It means that our proposed scheme can resist the noise attack.
I. SENSITIVITY ANALYSIS FOR KEYS AND THE PLAIN IMAGES
A good encryption algorithm should be sensitive to the key and plain image, even if just a bit of plain image has changed, the corresponding cipher image should become almost different completely. The sensitivity for plain images has been explained in Section 5.4, experimental results show that our algorithm is very sensitive to the plain image. We only discuss the sensitivity for keys in this section. Fig. 8 shows the key sensitivity experimental results. We used primary keys (denoted as K 1 ) to encrypt the plain image of Lena in Fig. 8(a) to obtain the encrypted image (E 1 ) in Fig. 8(b) . And then we made minor change to the key as key1 = 0.2628 + 10 −14 , and others remain unchanged (they are denoted as K 2 ). The K 2 is used to encrypt the same plain image in Fig. 8(a) , which will generate another encrypted image (E 2 ) in Fig. 8(c) . The difference |E 1 − E 2 | of pixel-topixel in Fig. 8(d) shows that a minor change of the security key will lead to a significant change in the encrypted image.
We made minor change to the key as x 0 = 0.123 + 10 −14 (denoted as K 3 ) in the decryption process. The K 1 and K 3 are used respectively to get the plain image from the encrypted image E 1 in Fig. 8(b) . Fig. 8(e) and (f) show the decryption images. We can found that even there is a subtle change to the key will lead to the failure of decryption image. It's too difficult to get any useful information about plain image from the failure of decryption image. Thus, the proposed scheme is sensitive to the key in both the encryption and decryption processes. VOLUME 6, 2018 FIGURE 8. The key sensitivity experimental results for the encryption and decryption processes, a the plain image, b the encrypted image E 1 with the key set K 1 , c the encrypted image E 2 with the key set K 2 , d the pixel-to-pixel difference E 1 − E 2 , e the decrypted image from E 1 using the correct key set K 1 , f the decrypted image from E 1 using an incorrect key set K 3 . 
J. COMPUTION AND COMPLEXITY ANALYSIS
The complexity of the proposed scheme is mainly dependent on computation of the floating point number of scrambling and diffusion. There are three-round scrambling process and one-round diffusion process. In the scrambling process, oneround Josephus traversing needs (M × N ) iterations of pixel operations, two-round scrambling needs (2 × M × N ) iterations of chaotic sequences to move pixels; as for the diffusion process, it needs (M ×N ) iterations of multiplying floating point numbers. Thus, the computational complexity of our proposed scheme is (4×M ×N ). The method in [22] needs (18 × M × N ) iterations to encrypt image.
Regardless of the security considerations, some other aspects on image encryption are also important, such as the running speed for the real-time internet applications. Encryption speed can reflect the practicability of the scheme. The environment of development is Windows 10 operating system, 4.00GB RAM, Intel (R) Core (TM) i5-2410M CPU @ 2.30GHz and utilizing MATLAB R2015b. Test image with size of 256 × 256 is adopted to conduct the experiments. Mean execution time is 1.243s and mean speed is 0.051 MB/s. This paper is to propose a more secure image encryption algorithm, rather than the specific implementation. Thus, this result doesn't violate the original intention. Table 8 shows the performance of our proposed scheme and other schemes for Lena with the size 256 × 256. Comparison analysis of correlation coefficient, NPCR, UACI and entropy are listed in this table. From the above analysis, our scheme achieves low correlation values, better NPCR, UACI and entropy than other schemes in [20] - [23] . It has high sensitive to keys and plain images, and can also resist known-plain and chosen-plain attacks, occlusion attack and noise attack. Therefore, our scheme has better performance than other images encryption schemes.
K. PERFORMANCE COMPARISONS WITH OTHER SCHEMES

VI. CONCLUSION
We proposes a novel chaotic image encryption scheme based on Josephus traversing and mixed chaotic map in this paper, which consists of three processes. The first part is a key stream generator based on a new proposed scheme of chaotic systems. The initial values and parameters are dependent on both the new scheme and plain image. The second process employed the Josephus traversing in scrambling, then the rows and columns of pixels are exchanged according to certain rules; finally, we used chaotic coordinates to exchange the positions of each pixel, which are generated by two logistic maps. The third process employed the image data and four chaotic maps in order to modify the pixel gray-level values and crack the strong correlations between adjacent pixels of an image simultaneously. Experiential results and security analysis show that the proposed scheme has better performance and can be applied for image encryption and transmission. 
